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We examine the viability of quantum repeaters based on two-species trapped ion modules for long-
distance quantum key distribution. Repeater nodes comprised of ion-trap modules of co-trapped ions
of distinct species are considered. The species used for communication qubits has excellent optical
properties while the other longer lived species serves as a memory qubit in the modules. Each module
interacts with the network only via single photons emitted by the communication ions. Coherent
Coulomb interaction between ions is utilized to transfer quantum information between the
communication and memory ions and to achieve entanglement swapping between two memory ions.
We describe simple modular quantum repeater architectures realizable with the ion-trap modules and
numerically study the dependence of the quantum key distribution rate on various experimental
parameters, including coupling efficiency, gate infidelity, operation time and length of the elementary
links. Our analysis suggests crucial improvements necessary in a physical implementation for co-
trapped two-species ions to be a competitive platform in long-distance quantum communication.

1. Introduction

Communication using information encoded into quantum states of single photons offers unconditional
security since any interception can be detected. This is the primary motivation behind quantum communication
and cryptography [1-5]. More generally, distributed entangled quantum states are a fundamental resource for
quantum enhanced interferometry [6], metrology [7] and computation [8]. However, the attenuation in the
optical fiber poses a significant challenge for the long-distance transmission of single photons [9, 10]. Quantum
repeaters [11, 12] solve the attenuation problem by dividing the total communication distance into shorter
channels connected by intermediate nodes, where the photon loss is detected [ 13—18] and can be corrected by
using an active mechanism [19-26]. In addition to photon loss errors, operation errors accumulate over the
quantum channel that degrades the quality of the transmitted entangled state. Depending on the methods used
to overcome photon loss and operation errors, quantum repeaters make different demands on the quantum
hardware for their construction [19, 20, 22].

Trapped ions offer one of the most mature technologies for scalable universal quantum computing [27-29]
and quantum networking [30, 31]. Construction of large-scale quantum networks require matter qubits with
long lifetimes, fast quantum gates and measurement, efficient coupling to photons, and low error rates of
quantum operations [29, 32—40]. Such a combination of characteristics is achievable if different elements with
the desired properties are brought together in one technological platform. This is one of the reasons for the
growing interest in two-species trapped ions (TSTI), for example, the pairs of "Be " —**Mg" or ''Yb" —'**Ba™
ions [29, 41]. Here a species of ions can be utilized as a communication qubit (*>’Mg" or '**Ba™) that can be
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Figure 1. Two-species trapped ion modules with two memory ions (Yb™) and a single communication ion (Ba™) in panel (A) and with
two memory ions (Yb™) and two communication ions (Ba™) in panel (B). The communication ions in any module interact with the
quantum network via single photons (green wavy line). The communication and memory ions in the same module exchange quantum
information via the quantum swap gate (purple arrows). Two memory ions in the same module undergo an entanglement swapping
operation (blue arrows) to increase the range of entangled quantum states.

efficiently entangled to photons and a different longer lived species of ions ("Be " or '”'Yb ™) that can be utilized
asa quantum memory qubit and for local processing. A high-fidelity transfer of quantum information between
the two species of ions can also be achieved [29]. Furthermore, due to transition-frequency difference the optical
operations with the communication ions do not disturb the quantum memory ions even though they are only a
few microns away. Despite such experimental advances an analysis of quantum key generation rates, among the
most promising uses of a quantum network, using TSTI for quantum repeaters is lacking.

We describe in this paper a quantum repeater architecture based on modules of two species of trapped ions.
We study the viability of using these modules as building blocks for the construction of long-distance quantum
repeaters by analyzing quantum key distribution rates. The architecture can potentially work for any pair of
communication and memory ions. For the numerical results later in the paper, however, we consider the
advances made with the 'Yb " -1*®Ba™ pair described in [41] with the following features: excellent isolation
between '”'Yb " quantum memoryions and '**Ba* communication ions was achieved and a state transfer
between them was demonstrated; Ba™ coherence times of 100 ys in unstabilized magnetic fields and a coherence
time of 4 ms with stabilized magnetic fields were measured; same-species two-qubit gates between '”'Yb ™ ions
with 98% fidelity and cross-species two-qubit gates betweena '”'Yb™ ion and '**Ba™ ion with 75% fidelty in
200 pus were demonstrated; light collection efficiency from the '**Ba™ ion of about 10% and fiber coupling
efficiency of 17% in the absence of a cavity were reported. Our analysis suggests crucial improvements in the
performance parameters that can maximize key generation rates. We focus, in this paper, on simple repeater
architectures that comprise of a single TSTI module at every repeater station. Based on the number of
communication ions per module we classify TSTI modules as Type I and Type II. We then describe the modular
operations necessary for quantum networking and highlight the operational differences between repeaters based
on the module types in section 2. The dependence of quantum key generation rates on experimental parameters
such as gate error rates, operation time and coupling efficiency to fiber is presented in section 3. In the same
section we further compare the secure key generation rate achievable using the two basis protocol in the modular
repeaters to the rate of reverse coherent information (RCI) [42] and the Pirandola—Laurenza—Ottaviani—Banchi
(PLOB) bound [10] that provide theoretical upper and lower performance benchmarks. Finally, we discuss the
current experimental benchmarks and suggest the required improvements along with a concluding discussion
in section 4.

2. Architectures for quantum repeaters

In this section we describe simple QR architectures feasible with TSTI modules. A single TSTI module consists of
one or more communication ions (Ba™) and at least two memory ions (Yb™"), figure 1. We classify these modules,
and the respective architectures which use these modules, by the number of their communication ions. The
number of communication ions per module is a natural characteristic for classifying the modules and
architectures because it determines the repeater protocol. Moreover, the number of communication ions per
module also determines the technological complexity of the required hardware. One or more modules can be
stacked to form a single quantum repeater station. These modules interact with each other in a heralded manner
only via photons emitted by the Ba™ ions resulting in ion—ion entanglement. The entanglement of the
communication ions is then coherently transferred to the memory ions in the respective modules using a
quantum swap gate. A different entanglement swapping operation on distinct memory ions in the same module
then yields entanglement length doubling.




I0OP Publishing New J. Phys. 21 (2019) 073002 S Santra et al

Figure 2. Setup for heralded entanglement generation between TSTI modules M;and M; . ; at neighboring repeater stations. An
optical setup, L, collects the photons emitted by the Ba™ ions of a module. A fiber optic coupler, C, which includes a frequency
conversion device channels the photons into an optical fiber. Photons from Ba™ ions in two distinct modules travel through the fiber
to the input ports of a beam splitter, BS. Their interference is monitored at the ouput ports of BS by single photon detectors, D.
Coincident detector clicks at the BS outputs herald successful entanglement generation between the communication ions of two
modules.

We focus, in the present work, on repeater architectures with a single TSTI module per repeater node and
defer the discussion of architectures with multiple modules per repeater node to later work. Multiple TSTI
modules per node permit encoding of the entangled quantum states but are challenging in the near term. Our
goal in this paper is to identify technical improvements necessary in individual TSTI modules for viable
quantum networking for which single modules per repeater node suffice. The elements of network operation
described above categorize the simple architectures we consider in this paper into the second generation of
quantum repeaters without encoding [19, 20, 22]. In the following section 2.1 we describe the modular
operations necessary for key generation and then in section 2.2 we describe the simple repeater architectures we
consider in the rest of the paper.

2.1. Modular operations for quantum repeaters

2.1.1. Heralded entanglement generation between communication ions

TSTI modules interact with the quantum network only via single photons emitted by the Ba™ communication
ions, figure 2. An optical setup collects the photons and channels it through a fiber coupler to an optical fiber.
Appropriate frequency conversion to telecom wavelengths is performed for the fiber coupling. Photons from
modules at neighboring repeater stations interfere at a beam splitter between the repeater stations. The
coincident detection of two photons at the two outputs of the beam splitter then projects the state of the Ba™ ions
into an entangled state with a success probability of % [43].

The success probability of generating entanglement between two Ba™ ions located at neighboring stations in
onetrialis, p = %773 e~Lo/La where L, is the spacing between neighboring repeater stations and 7, is the
coupling efficiency including emission, collection and coupling loses. Modules with multiple communication
ions have a greater probability that at least one pair of ions across distinct modules are successfully entangled per
trial. However, this is technically challenging since the ions within a module are separated only by a few microns.
Atsuch close separations, with a high probability a single photon emitted by a Ba* ion may be resonantly
absorbed by a different Ba™ ion in the same module instead of being collected by the optical setup. To mitigate
such intra-modular absorption the Ba™ ions must be distributed with maximum spacingamong the Yb™ ions
along with spatially resolved photon collection.

2.1.2. Quantum state swap between communication and memory ions

A quantum swap gate is used to transfer the state of the Ba* communication ion to an available Yb* memory ion
ina TSTImodule. This operation is required to avoid entanglement swapping directly using the entangled
communication ions. By doing so, we circumvent the difficulty of measuring the Ba* ions [41] and eliminate the
effect of measurement errors. For pure states, |14 ) and |¢p), of two Bat ions the quantum swap gate, S,
exchanges the state of the two ions, i.e. S(|¢u) [1/5)) — |15) |1a). A pair of swap gates, S, and S, ,,,,, acting on
two communication ions, ¢; and ¢, in an entangled state | 3, ,) and two memory ions, 71, and #1,, in unentangled
pure states |1),, ) and |1,,,) transfer the entanglement to the memory ions

Sclmlgczmzlwm|> |ﬁclq> |wmz> = Wc]) |ﬁm1mz> |’(/)cz>' ey

This leaves the two Ba™ ions in unentangled states |¢/,,) and |1/,). These communication ions may then be used
for further rounds of heralded entanglement generation.

3
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Figure 3. Entanglement swapping operation on memory ions at an intermediate repeater station. The two classical bits of the
measurement result determine the one qubit unitary operations on the A and D ions to produce a Bell state.

Gate operations on trapped ions are achieved via a sequence of laser pulses that controls dynamics of the ion
wave functions. The desired swap gate in equation (1) can be decomposed into a quantum circuit comprised of a
set of native gates allowed by the specific experiment. Most relevant among the several physical implementations
of such gates are the Cirac—Zoller (CZ) [44, 45] and the Molmer—Sorensen (MS) [46] gates. In the CZ-gate the
motional mode of the ion crystal acts directly as a qubit transmitting quantum information. First, the internal
state of one ion is mapped to the motion of an ion string followed by flipping the state of the target ion
conditioned on the motion of the ion string. Finally the motion of the ion string is mapped back onto the original
ion. On the other hand the main idea behind of the MS gate is to drive collective spin flips of the involved ions.
Ions can change their state only collectively and by choosing an appropriate amount of interaction time the
desired two-qubit unitary can be implemented. In addition, for MS gates individual addressing of ions is not
required and the gates do not fail completely even if the temperature of the ion string is not absolute zero. We
refer the interested reader to reference [47] for an excellent introduction to these mechanisms. Here we mention
that our numerical analysis of key generation rates in later sections is independent of the particular gate
mechanism used.

2.1.3. Entanglement swapping between memory ions

A final step in our quantum repeater protocol is the entanglement swapping operation between Yb™ memory
ions within a TSTT module. By connecting one memory ion each from two adjacent entangled states, this
operation extends the physical distance of the entangled state. Entanglement swapping on two memory ions can
be achieved using a quantum circuit consisting of a CNOT operation followed by a X and Z measurement as
shown in figure 3. This procedure is equivalent to teleportation of the Bion state to the D ion. The entanglement
swapping operation using coherent quantum gates on the memory ions is a deterministic process unlike the
entanglement generation process which is probabilistic.

2.2. Overview of architectures
We now describe quantum repeater architectures based on the module configurations and modular operations
described above. Repeaters with two different kinds of modular configurations are considered: repeaters using
Type I modules with a single communication ion and Type Il modules with two or more communication ions.
More communication ions per module greatly enhance the key generation rates but the technological
requirements to increase the number of Ba™ ions per trap, in a manner useful for quantum networking, also get
significantly more complex. We assume in this paper that in both cases the repeater stations comprise of a single
TSTImodule.

In a quantum repeater with Type I modules, entanglement is generated sequentially between the
communication qubit of a module and another in its neighboring module—Ileft followed by the right (or
vice versa), figure 4. Starting with heralded entanglement generation attempts to the left of a repeater station,
two-way classical communication between neighboring stations confirms its success. A pair of quantum swap
gates then act on a communication-memory ion pair in each module to yield a pair of entangled memory ions
across the modules. This process is then repeated for the module in the neighboring repeater station to the right.
Once a pair of entangled memory ions are available both to the left and right of a module, an entanglement
swapping operation is performed that extends the physical range of the entangled state. While technologically
Type I modules make modest demands, they are useful primarily for linear quantum repeaters.

In quantum repeaters with Type II modules, the multiple communication ions in the same module allow
simultaneous entanglement generation attempts with modules in neighboring repeater stations both to the left

4
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Figure 4. Quantum repeater architecture with Type I modules with one communication ion and two memory ions. Three repeater
stations with one module each are shown. Panels (A)—(F) show the sequence of modular operations required to obtain an entangled
state across two repeater spacings. (A) Heralded entanglement generation on the left. (B) Pair of quantum swap gates to transfer the
communication ion entanglement to the memory ions. (C) Heralded entanglement generation on the right. (D) Pair of quantum swap
gates to transfer the communication ion entanglement to the other pair of memory ions. (E) Entanglement swapping operation on the
memory ions in the intermediate module. (F) Creation of along-distance entangled pair.

T8 2

Figure 5. Quantum repeater architecture with Type II modules with two communication and two memory ions. Three repeater
stations with one module each are shown. Panels (A)—(D) show the sequence of modular operations required to obtain an entangled
state across two repeater spacings. (A) Heralded entanglement generation between communication qubits simultaneously in both
directions. (B) Pair of quantum swap gates to transfer the communication ion entanglement to the memory ions. (C) Entanglement
swapping of memory ions in the intermediate module. (D) Creation of along-distance entangled pair.

and right, figure 5. Type Il repeaters therefore obtain a significant boost in key generation rates. Moreover, such
modules can be used in a true network configuration where the degree of a repeater node can be greater than
two. However, Type Il modules are technologically more demanding. Photons from a communication ionina
module can be resonantly absorbed by another communication ion in the same module. Therefore, spatially
addressable excitation and photon collection is required. Operationally, Type Il repeaters differ from Type
repeaters in that the entanglement generation attempts do not need to be sequential. First, heralded
entanglement generation with two-way classical communication confirms its success both to the left and right of
amodule. Then, a quantum swap gate transfers the entangled state of the communication ions to the memory
ions of the respective modules. Finally, an entanglement swapping operation at intermediate stations is used to
obtain along-distance Bell pair.

3. Quantum key generation rates and error model for TSTI based repeaters

Here we present the error model used to calculate the quantum key generation rate achievable with TSTT module
based quantum repeaters. Errors contribute to the quantum bit error rate of the key generation protocol and
lead to a degradation of key generation rates. Our error model accounts for two kinds of errors: (a) photon loss
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errors incurred during the entanglement generation step between communication ions and (b) operation errors
of the quantum swap gate and the entanglement swapping operation. These errors are estimated in terms of the
parameters of gate time, gate error rates and coupling efficiency between communication ions and fiber in the
Type I and Type Il repeaters. In addition we assume that the initial Bell states generated between the
communication ions of two neighboring modules have a non-zero infidelity to account for experimental
imperfections.

3.1. Error model

The first kind of error we account for is the photon loss error which occurs because of fiber attenuation and a
finite coupling efficiency, 7)., between the communication ions and the fiber. This effect of this error is to reduce
the success probability of entanglement generation between communication ions of two different modules
given by

1
p = En?e_LO/La“’ (2)

where L,; = 20 km for conventional optical fibers. The factor of % occurs because of linear optical Bell state
measurement [43]. Photon loss errors reduce the rate of obtaining remote entangled states and result in lower
raw key generation rates.

Second, we consider, the operation errors in the quantum gates and measurements used at the intermediate
stations in the repeater protocols. This kind of error degrades the quality of the long-distance entangled pair
generated and contributes to the quantum bit error rate of the key generation protocol resulting in lower key
generation rates. The quantum swap gate requires three Molmer—Sorensen type gates (or two if one of the qubits
isin a prepared state). The error in the swap gate is therefore three (or two) times that of the CNOT gate to first
order. We assume that these gate errors are parameterized by the larger of the gate errors among the swap and
CNOT gates. We denote the effective error of the quantum channel, £, representing a pair of quantum swap
gates that transfers the entangled state, p, , of two communication ions to two memory ions by €,. This implies
that the output of this channel, p,, . = &(p,, ., Pn,) = e, {SamSem, (O, Lo e, Pny) St SE,, 1> obtained after
tracing out the state of the communication ions is given by

303
€
g
Pomy, = (1= € Pe, + == D D OOk, 0k0 K, (3)
16 1= k=0
where, {0} k=123 = {X, Y, Z}, are Pauli matrices and oy = I is the identity operator on a single qubit. Note
that the entangled state p,_  generated between communication ions i, ¢, may itself have a non-unit fidelity Fy
and is assumed to be of the form

Paes = Filg") (] + @(w (ol + 1) (] + [6) (6D @

where, |¢*) = (|00) & |11))/~/2 and |[¢)F) = (]01) =+ |10))/~/2 are the complete set of the four perfectly
entangled Bell states of the two communication ions. After performing a pair of quantum swap gates between
memory and communication ions, the probability that there is either a X or a Yor a Z error in any one of the
qubits in the Bell pair is given by (1737&’) + %g. Further, the fidelity of the entangled pairs of memory qubits
Py Pnsm, T€AUCeS after performing entanglement swapping on qubits 171,, m5. Entanglement swapping
requires measurements in the X and Z basis for qubits 7, and m; respectively. While, X and Y type errors are
detected in Z measurements, Zand Y type errors are detected in X measurements. The effective error measured

at each repeater station can be approximated as
€x/z = €g + %(1 — Fy). (5)
Taking into account odd number of errors in repeater stations, the total quantum bit error rate is given by [19]
Qu/z(®) = 11 = (1 = 26,2, ©

where R = (L /Ly — 1) is the number of repeater stations. We can define an effective quantum bit error rate
as Q(R) = (Qx(R) + Qz(R)) /2. Wewill use this expression for the calculation of key generation rates in the
forthcoming section.

3.2. Secret key rates

We now calculate the key generation rates for Type I and Il repeaters. A total repeater length of L between
remote locations, A and B, with intermediate repeater stations at a spacing of Ly is considered. For the Type I
repeaters, the probability of having a remote entangled pair between A and B after #, steps of heralded
entanglement generation between all neighboring repeater stations is given by

6
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Psuccess = [1 — (1 — p)"eg]onc/Lo' (7)
The time taken for entanglement generation in one repeater segment is given by
3neg
T=1Lo + 2to, ®
c

where t, is the gate (swap or CNOT) and measurement time. The raw key generation rate is given by
Puccess
Rr”l;&’pe I_ s;c]cfss , (9)

where in the denominator the factor of 2 is due to the sequential generation of entanglement to the left and right
of arepeater station. For the second architecture with m communication ions in every module, the raw key
generation rates is given by
Typenn _ L1 — Prob(m, 0, feg) [Pt/ Lo
R]’aW = T

, (10)

where, Prob(m, i, ny) = (14'1)[1 — (1 — p)y»J(1 — p)"m=7 is the probability to have i elementary links with
i

m qubits with ry rounds of entanglement generation. Therefore, [I — Prob(m, 0, n.g)]is the probability to have
atleast one entangled pair in any one repeater segment after 7. attempts. The secure key generation rates for the
two basis protocol is given by [2, 4]

Reec = Rpaw (1 — 2h(Q))> (11)

where h(Q) = —Qlog,(Q) — (1 — Q)log,(1 — Q), is the binary entropy of the quantum bit error rate Q and
(1 — 2h(Q))is the secret key fraction of the protocol.

3.3.RCI and the PLOB bound
The RCI [42] and the PLOB bound [10] provide upper and lower performance benchmarks for the repeater
types under the assumptions of the error model.

The RCI of the shared remote entangled state p, g between the end points of the repeater provides the
maximum possible secure key generation rate over all possible key generation protocols. The remote entangled
state has the form

3Q(R)
2

R
o= (1= 221601+ ERoaaor o1+ 1wy 0+ 10 0D, (12)
compatible with the error model for the gates, measurements, the form of the elementary entangled states and
the quantum bit error rate given in 6. The RCI of ps 5 can be evaluated as, Iz (p,5) = S(py) — S(p4p), Where
S(px) is the Von Neumann entropy of the density matrix pxand p, = tiz(p,p). The RCI of pspis therefore given

by the expression

R(pap) =1+ (1 - %)logz(l - %) + §log2%, 13)
with Q = Q(R). The rate of RCI distributed by the two types of repeaters is given by R 2P¢ " [ (p, ). Note that
the RCI, Iz(Q) is always greater than (or equal to for Q = 0) the secret key fraction, (1 — 2h(Q)), whenever the
secret key fraction is greater than zero.

The PLOB bound yields the maximum secret key rate obtainable via direct transmission over lossy bosonic
channels connecting the remote points A and B. The maximum rate per channel use, K can be expressed in terms
of the transmittivity, 1, of the channel as, K () = —log,(1 — 1), whereinour case, n = 77? e L/l to account
for the coupling of two photons to the fiber and the transmission probability thereafter. The temporal rate
equivalent of the PLOB bound is therefore Ryoyrce K (77), Where Ry 1S the rate at which we can generate
entanglement between two remote communication ions in modules located at A and B. Since the quantum gates
in our numerical analysis have an operation time of t, = 1 us we consider Ryoyrce = 1 MHz for comparing the
PLOB rate with those obtained using the repeater protocols.

3.4. Numerical results

We cast the numerical evaluation of secure key generation rates of Type I and Il repeaters as a multi-parameter
optimization problem. The secure key generation rate given in equation (11) depends on the following
parameters: total repeater length, L, repeater spacing, L; fiber coupling efficiency, 7); quantum swap gate and
CNOT gate error, €,; gate and measurement time for quantum swap gate and CNOT gate, o; initial infidelity of
Bell pair generation. A total repeater length of L,, = 1000 km and an initial infidelity of Bell pair generation of
10~ *is assumed. In all the plots we report the maximum obtainable secure key generation rates by optimizing
over the number of entanglement generation steps, .

7
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Figure 6. Variation of secure key generate rate with error model parameters for a total repeater length of L, = 1000 km. Shown are the
rates for Type I repeater (blue curve) with 1 communication and 2 memory ions, Type I repeater (red curve) with 10 communication
and 2 memory ions. For all plots the number of entanglement generation attempts 1., has been optimized. Panels (a)—(d) show secure key
generation rate with respect to (a) repeater spacing, Ly, and 7. = 30%, ¢, = 10~*and f, = 1 ps. (b) Coupling efficiency, 7). and
€ = 10~*and fy = 1 us;(c) gate error rate, €pand . = 30%and t, = 1 us; (d) operation time, ty, and 7). = 30% and ¢, = 1074

To start, we study the optimal repeater spacing—a crucial repeater design parameter that determines the key
generation rate of Type I and Type Il repeaters. On one hand, with small repeater spacings, i.e. many repeater
stations, the operation errors dominate: multiple applications of the quantum swap gate and CNOT gate lowers
the fidelity of the generated Bell pairs and increases the quantum bit error rate, Q. On the other hand, with large
repeater spacing, i.e. small number of repeater stations, the loss errors dominate: a large number of
entanglement generation steps are required leading to low secure key generation rates. This suggests that there
exists an optimal repeater spacing for which the secure key generation rate is the highest at every value of n.. We
show the dependence of key generation rates with respect to repeater spacing in figure 6(a).

Next, we study the variation of key generation rate with respect to coupling efficiency, 7)., at the optimal
repeater spacing as shown in figure 6(b). Reasonable key generation rates (~100 bits s ') are obtained for
coupling efficiencies of about 70% for Type I repeaters with 1 communication and 2 memory ions

(Type I—1C/2M). However, the rate achievable with Type Il repeaters with 10 communication and 2 memory
ions (Type II—10C/2M) ions are about an order of magnitude higher. We note the sharp increase in the secure
key generation rate by two orders of magnitude as 7). increases to 100% from 10% and that Ry, scales as nf. This
suggests that higher coupling efficiencies are necessary to achieve high secure key generation rates for all TSTI
module based repeater architectures.

Further, the numerics accounts for the effect of operation errors by letting operation errors accumulate
linearly with the number of repeater stations. As the operation errors adds up, the quantum bit error rate of the
key generation protocol increases and the secure key generation rate reduces rapidly. The variation of key
generation rates with respect to gate error rate is shown in figure 6(c). As it can be seen in the figure, the
architectures tolerates operation errors up to 2.5 x 10> Notice that reasonable secure key generation rates can
still be achieved at error values well above the error correction threshold of 10™* [48].

Finally, the dependence of key generation rates on the gate operation time, #;, is shown in figure 6(d). The
quantum swap gate needed for transferring the quantum state from the communication to the memory ions and
the CNOT gate required for entanglement swapping (including the X and Z measurements) take a finite amount
of time which appears in the rate evaluation. Note that the secure key generation rate plateaus for faster gate
times. Therefore, it is relatively insensitive to the gate operation time as long as gates are faster than a few
microseconds.

We compare the performance of the two repeater types with the benchmarks provided by the RCI and the
PLOB bound in figure 7(a) for Type I and 7(b) for Type Il repeaters. We observe that while the PLOB rate
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Figure 7. Secret key generation rate, reverse coherent information rate and PLOB bound varying with total distance for Type I (1C/2M)
repeaters (left panel) and Type II (10C/2M) repeaters (right panel). For both panels the repeater spacingissetat L, = 5km and a fixed
coupling efficiency of 7. = 30% is assumed while the number of entanglement generation steps 1. is optimized. The noise parameters
are €, = 1074, Fy = (1 — 10~*) for the secret key rate (solid blue in panel (a), solid red in panel (b)) and RCI rate (dotted blue in panel
(a), dotted red in panel (b)); ¢, = 1073, Fy = (1 — 1073) for the secret key rate (solid cyan in panel (a), solid orange in panel (b)) and
RCl rate (dotted cyan in panel (a), dotted orange in panel (b)). The black dotted curve in both panels provides the PLOB bound.

Table 1. Optimal repeater spacing, Lo, and number of entanglement generation steps, #1cg, for Type I (1C/2M) and
Type I1 (10C/2M) quantum repeaters with 1. = 100% (left table) and 1. = 10% (right table). Upper entry for each
field is obtained by maximizing the key generation rate, lower entry for each field is obtained by maximizing the key
generation rate per deployed qubit. Here Ly, = 1000 km, €, = 1074t = 1 usand (1 — Fo) = 107~

Architecture 1C/2M 10C/2M Architecture 1C/2M 10C/2M
Ly (km) 3 3 Ly (km) 2.9 2.9
11 9.1 9.1
Tleg 14 3 Teg 1825 365
16 2 2066 207
Rate (bits/s) 1125 5416 Rate (bits/s) 4 43
1.26/qubit 2.39/qubit 1.05 x 107%/qubit 2.1 x 107%/qubit

decreases exponentially with distance, the secure key rates obtained using both types of repeaters decrease
polynomially. The secret key rate using direct transmission, i.e. the PLOB bound, falls below the rate for Type
(1C/2M) repeaters for all total distances, Ly, = 195 km, for gate error and entanglement generation fidelities of
€, = 1073, Fy = (1 — 107?) with a coupling efficiency of 7). = 30%. By improving these parameters, for
examplewith e, = 1074, Fy = (1 — 10~*), Type I repeaters can beat direct transmission starting from an even
shorter distance of L, 2> 165 km. The secret key generation rates for Type I repeaters are close to the upper
bound set by the rate of RCI of the remote entangled state at all total repeater distances. The difference between
the RCI rate and the secure key rate is smaller for higher gate and entanglement generation fidelities. Similar
behavior is observed for Type II (10C/2M) repeaters with the main difference being that the PLOB bound can be
beaten starting from even shorter distances. For gate error and entanglement generation fidelities of

€g = 107, Fy = (1 — 107%), Type Il repeaters surpass the PLOB bound for Lo, 2 115 km while for

=104 Fp=(1 - 10~*) the bound is surpassed for L, = 105 km with fixed 1. = 30%. For the latter noise
parameters the secure key rate of the two basis protocol is close to the RCI rate. However for the higher noise
values the secure key rate is about 10% lower than the RCI rate.

To highlight the necessity of higher coupling efficiency, 7., we present the values of optimal repeater spacing
and the number of entanglement generation steps that maximize the key rate for . = 100% and 7. = 10% in
table 1. The optimal repeater spacing is obtained for two cases: first, by maximizing the secure key generation
rate for the two repeater types; second, by maximizing the secure key generation per deployed qubit. In both
cases, the data reveals that the optimal repeater spacing does not change much with the increase of ), whereas the
secure key generation rate shows dramatic improvement. However, the optimization in the second case, i.e.
secure key rate per deployed qubit, yields a more feasible repeater spacing. For both Type I and Type Il repeaters
the secure key generation rate improves by a factor of two orders of magnitude.

In a practical implementation the optimal repeater spacing needs to be determined by the overhead in the
required physical resources. In that case the optimization metric is the secure key rate per deployed qubit in the
entire chain of repeaters connecting the end points. The optimal repeater spacing maximizes this rate,

Ryec /(number of repeater stations X qubits per station), in units of (bits s~ !/qubit) or conversely minimizes
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Figure 8. Variation of the secure key generation rate per deployed communication qubit with repeater spacing for Type I (1C/2M,
blue curve) and Type I (10C/2M, red curve) repeaters. Panel (a) uses noise parameters of e, = 1074, Fy = (1 — 107%); panel (b) uses
noise parameters of e, = 1073, Fy = (1 — 107%). Inboth cases . = 10%, tp = 1 pusand Ly,, = 1000 km.
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Figure 9. (a) Secure key generation rate with respect to gate error rates for Type I (1C/2M, blue curve) and Type I (10C/2M, red
curve) repeaters with 1, = 30%, tp = 1 usand L, = 500 km. (b) Optimal repeater spacing, L, of Type I (1C/2M) repeaters with
respect to operation error ¢, for 1. = 30%, ty = 1 usand Ly, = 500 km.

the cost coefficient [22]. In figures 8(a) and (b) we plot the variation of the secure key generation rate per deployed
qubit with repeater spacing at different noise levels for the two repeater types. For lower noise levels, ¢, = 1074,

Fy = (1 — 10™*), the optimal repeater spacing comes out to be Ly =~ 10 km whereas for higher noise levels,

€ = 1073, Fy = (1 — 1073), the optimal repeater spacing is about L, ~ 20 km for Type I and L, ~ 30 km for Type
II repeaters. From the two plots, we also observe a minimum repeater spacing necessary for creating secure keys ata
non-zero rate over Ly, = 1000 km. For the lower noise level, the minimum repeater spacing is observed to be

Ly 2 1.5 km while for the higher noise level the minimum s Ly 2 15 km. Repeaters spaced closer than these
minimum values introduce too much operation error for the final remote state to be useful for secure key generation.
Note that the optimal spacing based on optimization of physical resources is significantly different from the ones based
only on the maximization of the secure key rate as shown in table 1.

Our numerical results present an optimistic scenario since the experimental state-of-art fiber coupling
efficiency is about 1.7% between the Ba™ communication ion and fiber in the absence of a cavity. The state-of-
art gate error rate is about 2% for two-qubit gates between ions of different species for a Be—-Mg pair [29]. At
these error rates secure quantum key generation rates are highly suppressed for a total distance of Lo, = 1000
km. However, these error rates for cross-species gates are sufficient to obtain reasonable key generation rates
across a shorter total repeater length, Ly, = 500 km, as shown in figure 9(a) assuming perfect coupling between
ion and fiber. For such large gate error rates while the key generation rates are low, the optimization picks higher
repeater spacings ~50—100 km, as shown in figure 9(b), and a correspondingly higher number of entanglement
generation attempts, Neg.

To conclude this section, we remark that we studied the dependence of the secure key distribution rate on
the repeater and the noise parameters as a multi-parameter optimization problem in figures 6(a)—(d). The secure
key rates were compared with the RCI and PLOB bounds to obtain the distance for repeater advantage for
different noise levels in the gates, measurements and fiducial entangled states in figures 7(a), (b). In the latter
comparison, we kept the repeater spacing fixed, however one can also keep the number of repeater stations fixed
while their spacing changes for varying total repeater length. This results in an envelope of secure key generation
rates which can be compared with the PLOB bound to obtain the distance beyond which the modular repeaters
provide an advantage [49]. Figures 8(a), (b) present the optimal repeater spacing taking into account the
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overhead of required qubits which can be significantly different than the optimal spacing when only the secure
key rate is maximized as in table 1. Figures 9(a), (b) show that with state-of-art gate fidelities, reasonable secure
key rates can be expected only over shorter distances of ~500 km albeit with higher repeater spacing.
Experimentally, to beat the secret key rates of direct transmission [50], in addition to high gate and state
fidelities, the fiber coupling efficiency needs to be improved to ~30%, perhaps by using adequate cavity QED
effect, and a higher effective numerical aperture needs to be used to increase the collection probability to
~15% [35].

4, Discussion and conclusion

We studied quantum repeater architectures based on TSTI modules for their utility towards secure quantum key
generation. Three elementary modular operations necessary for this application were identified: heralded
entanglement generation between communication ions, quantum state swap between communication and
memory ions and entanglement swapping between memory ions. We classified the modules into Types I and II
based on the number of communication ions and associated technological complexity. Secure quantum key
generation rates were calculated for repeater protocols based on the two basis protocol and modular operations
assuming a general error model. The variation of the key generation rate with respect to repeater and error
model parameters was studied and compared to the theoretical upper and lower bounds provided by the RCI
and the PLOB bound.

Our analysis revealed that repeater designs using TSTI modules possess a combination of characteristics that
is promising for applications such as quantum key distribution. The numerical analysis pointed out the
improvements in the experimental parameters necessary to obtain reasonable secure key rates over long
distances. Increasing the coupling efficiency was found to have the most beneficial effect on the rates while faster
gate times resulted in more modest gains. The gate fidelities need to be considerably improved, to atleast 99.9%
levels, especially for the quantum swap gate that acts on ions of two different species. Higher gate and elementary
entangled state fidelities will lead to secure key generation rates close to the theoretical maximum rate given by
the RCI rate and beat the direct transmission rate through lossy fiber optic channels faster. Finally, coherence
time of the memory ion has to be further increased to allow for multiple rounds of entanglement generation [33]
and potentially implement memory buffer-time optimized protocols for entanglement generation [51].

Besides trapped ions, there are several other competitive platforms in contention for the construction of
quantum repeaters such as ensemble of atoms, nitrogen-vacancy (NV) centers and superconducting qubits. While
an ensemble of atoms can be coupled to photons with a high efficiency of 85% the only known approach to apply
quantum gates is through linear optics which is limited by a finite success probability of 1 /2. This causes the key
generation rates to drop exponentially with the number of entanglement swapping operations. NV centers can be
coupled to photons with an efficiency of 15%, which is higher than the currently experimentally achievable
coupling efficiency with communication ions. However, the spin-photon entanglement success probability is very
low, about 10~%, for NV centers compared to ions which is about 0.07. While superconducting qubits are another
attractive candidate, the wavelength conversion efficiency between a single microwave photon and a telecom
photon is expected to be very low.

For future work, we will focus on quantum repeater architectures with more than one module per repeater
station. These designs will harness the improvements in the experimental parameters of TSTI modules
anticipated in the near term. Multiple interconnected modules, with higher coupling and low error gates, at the
same repeater station will permit encoding of quantum states allowing robust key generation rates over long
distances.
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